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S6: 2991  /STTTT-CDS Pong Nai, ngay 20 thang 10 ndm 2023
V/v 16 hong bao mat anh huong cao va
nghiém trong trong cac san pham
Microsoft cong bo thang 09, 10/2023

Kinh guri:
- Céc co quan dang, nha nudc trén dia ban tinh;
- Cac to ch}'J:c chinh tri - xa hc:)i thuoc dia ban tinh; ‘
- Viettel Dong Nai, VNPT Dong Nai, Mobifone Dong Nai;
- Trung tam Cong ngh¢ thong tin tinh BDong Nai.

S¢ Théng tin va Truyén théng nhan duoc hudéng din ctia Cuc An toan
thong tin vé viéc 16 hong bao mat anh hudng cao va nghiém trong trong cc san
pham Microsoft cong bd thang 09, 10/2023, cu thé: van ban s 1664/CATTT-
NCSC ngay 21/9/2023 vé viéc 16 hong bao mat anh hudng cao va nghiém trong
trong cac san pham Microsoft cong bd thang 09/2023, vin ban s6 1850/CATTT-
NCSC ngay 19/10/2023 vé viéc 16 hong bao mat anh hudng cao va nghiém
trong trong cac san pham Microsoft cong bd thang 10/2023.

Thong tin chi tiét cac 16 héng bao mat co tai phu luc kem theo.

Nham dam bao an toan thong tin cho hé thong thong tin ctia Quy don vi,
cua tinh va gép phan bao dam an toan cho khong gian mang Viét Nam, S

Thong tin va Truyén thong khuyén nghi Quy don vi thyc hién:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi anh hudng. Thyc hién cap nhat ban va kip thoi dé tranh nguy co bi tan

cong (tham khao thong tin tai Phu luc kém theo).

2. Tang cudng gidm sat va sin sang phuong 4n xur 1y khi phat hién c6
d4u hiéu bi khai thac, tin cong mang; déng thot1 thuong xuyén theo doi kénh
canh bao cua cac co quan chiic ning va cic to chtic 16n vé an toan thong tin dé

phat hién kip thoi cic nguy co tin cong mang.
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3. Trong trudng hop can thiét co thé lién hé dau mdi hd trg ciia Cuc An
toan thong tin: Trung tim Giam sat an toan khong gian mang quéc gia, dién

thoai 02432091616, thu dién tir: ais@mic.gov.vn hodc S& Thong tin va Truyén

thong, dién thoai 0251.3810.269, thu dién ti: attt@dongnai.gov.vn./.

Noi nhin: QIAM POC
- Nhu trén;
- UBND tinh (b/c);
- Ban Giam ddc S¢; HONG TIN {2
- Thanh tra So; \

- TT.CNTT tinh;
- Luu: VT, CBS, Thinh.

TOVENTHONG /&

Ta Quang Truong


mailto:ais@mic.gov.vn
mailto:attt@dongnai.gov.vn
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Phu luc 01.

THONG TIN VE CAC LO HONG BAO MAT TRONG
SAN PHAM MICROSOFT (THANG 09)

(Kém theo vin bdn s6 ‘
cua So Thong tin va Truyén thong)

ISTTTT-CDS ngay

1. Théng tin cac 16 héng biao mat

/10/2023

STT CVE Mo ta Link tham khio
- Biém: CVSS: 6.2 (Cao)
- Mo ta: LS hdng trong
Microsoft Word cho phép
dbi tuogng tén cong thu thap | https://msrc.microsoft.c
1 | CVE-2023-36761 thong tin vé ma bam NTLM | om/update-

ciia ngudi dung. L& hong
nay hién dang bi khai thac
trong thuc te.

- Anh hudng: Microsoft
Word, Microsoft 365.

guide/vulnerability/CV
E-2023-36761

CVE-2023-29332

- Piém: CVSS: 7.5 (Nghiém
trong)

- Mo ta: L6 hong trong dich
vu Microsoft Azure
Kubernetes  Service cho
phép d6i twong tin cong
khong can xac thuc thuc
hién tin cong leo thang dic
quyén.

- Anh huong:

Microsoft Azure Kubernetes
Service.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-29332

CVE-2023-38148

- Piém: CVSS: 8.8 (Nghiém
trong)

- M6 ta: L& hong trong
Internet Connection Sharing
(ICS) cho phép d6i tuong tan
cong khong can xac thuc
thuc th1i ma tor xa khi ICS

duoc kich hoat.
- Anh huong: Windows 10,
Windows 11, Windows

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-38148

S6 01, duong 30/4, phuong Thanh Binh, TP. Bién Hoa, tinh Pdng Nai.
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Server 2022.

CVE-2023-36802

- Piém: CVSS: 7.8 (Cao)

- M6 ta: LS hong trong
Streaming Service Proxy cho
phép ddi tuong tin cong thuc
hién leo thang dic quyén. L)
héng nay hién dang bi khai
thac trong thuc té.

- Anh huéng: Windows 11.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36802

CVE-2023-38146

- Piém: CVSS: 8.8 (Cao)

- M6 ta: LS hong trong
Windows Themes cho phep
d6i twong tan cong thyc thi
ma tur xa.

- Anh huong: Windows 10,
Windows 11, Windows
Server 2019, 2022.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-38146

CVE-2023-36792
CVE-2023-36793
CVE-2023-36794
CVE-2023-36796

- Piém: CVSS: 7.8 (Nghiém
trong)

- M6 ta: L& hong trong
Visual Studio cho phép dbi
tugng tan cong thue thi ma tir
xa.

- Anh hudng: Microsoft
.NET Framework.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36792
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36793
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36794

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36796

CVE-2023-36744
CVE-2023-36745
CVE-2023-36756

- Piém: CVSS: 8.0 (Cao)

- M6 ta: L6 hong trong
Microsoft Exchange Server
cho phép ddi tuong tan cong
thuc thi ma tir xa.
- Anh huéng:
Exchange Server.

Microsoft

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36744
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36745
https://msrc.microsoft.c
om/update-




guide/vulnerability/CV
E-2023-36756

2. Hwéng din khic phuc

Bién phap t6t nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong bao
mat néi trén theo hudng dan cua hiang. Quy don vi tham khao cac ban cap nhat
pht hop cho cac san pham dang sir dung tai link ngudn tham khao tai muc 1 cua
phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/
https://lwww.zerodayinitiative.com/blog/2023/9/12/the-september-2023-
security-update-review




Phu luc 02.

THONG TIN VE CAC LO HONG BAO MAT TRONG SAN PHAM
MICROSOFT (THANG 10)

(Kem theo van ban so

ciia S¢ Théng tin va Truyén thong)

ISTTTT-CDS ngay

1. Thong tin cac 16 hong an toan théng tin

/10/2023

STT CVE Mo ta Link tham khao
- Piém: CVSS: 6.2 (Cao)
- M6 ta: LO hong trong
Microsoft Word cho phép
ddi tuong tan cong thu thdp | https:/msrc.microsoft.c
1 | cVE-2023.36761 | thong tin vé ma bam NTLM | om/update-

ciia nguoi dung. L& hong
nay hién dang bi khai thac
trong thuc te.

- Anh hudng: Microsoft
Word, Microsoft 365.

guide/vulnerability/CV
E-2023-36761

- Piém: CVSS: 7.5 (Nghiém
trong)

- Mo ta: L6 hong trong dich
vu Microsoft Azure
Kubernetes Service cho
phép d6i twong tin cong

https://msrc.microsoft.c
om/update-

2| CVE-2023-29332 khong cin xac thuc thuc | guide/vulnerability/CV
hién tan cong leo thang dic | E-2023-29332
quyén.
- Anh huong:
Microsoft Azure Kubernetes
Service.
- Piém: CVSS: 8.8 (Nghiém
trong)
- M6 ta: L& hong trong
Internet Connection Sharing i
. ahs % | https://msrc.microsoft.c
(ICS) cho phép inl tuong tan om/update-
3 | CVE-2023-38148 | cong khong can xéc thyc guide/vulnerability/CV
thuc thi ma tor xa khi ICS E-2023-38148
duoc kich hoat.
- Anh huong: Windows 10,
Windows 11, Windows
Server 2022.
4 | cVE-2023-36802 - Piém: CVSS: 7.8 (Cao) https://msrc.microsoft.c

- Mb ta: LS hong trong

om/update-




Streaming Service Proxy cho
phép ddi tuong tan cong thuc
hién leo thang dic quyén. L)
héng nay hién dang bi khai
thac trong thuc té.

- Anh huéng: Windows 11.

guide/vulnerability/CV
E-2023-36802

CVE-2023-38146

- biém: CVSS: 8.8 (Cao)

- Mb ta: LS hong trong
Windows Themes cho phép
dbi tuong tan cong thuc thi
ma tur xa.

- Anh huong: Windows 10,
Windows 11, Windows
Server 2019, 2022.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-38146

CVE-2023-36792
CVE-2023-36793
CVE-2023-36794
CVE-2023-36796

- Piém: CVSS: 7.8 (Nghiém
trong)

- M6 ta: LS hong trong
Visual Studio cho phép dbi
tugng tan cong thue thi ma tir
Xa.

- Anh huéng: Microsoft
.NET Framework.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36792
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36793
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36794

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36796

CVE-2023-36744
CVE-2023-36745
CVE-2023-36756

- biém: CVSS: 8.0 (Cao)

- M6 ta: LSO hoéng trong
Microsoft Exchange Server
cho phép ddi tuong tan cong
thuc th1 ma tur xa.
- Anh huéng:
Exchange Server.

Microsoft

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36744
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36745
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36756




2. Huéng din khic phuc

Bién phéap tot nhat dé khic phuc 1a cap nhat ban va cho cac 16 hong an
toan thong tin néi trén theo hudéng dan cua hang. Quy don vi tham khdo cac ban
cap nhat phu hop cho cac san pham dang st dung tai link ngudn tham khao tai
muc 1 cua phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2023/9/12/the-september-2023-
security-update-review
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